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We have received a large number of questions about access to personal information, including personnel files and information held about individuals. There is a great deal of information available about this and in a readily understandable format. This is the major issue for this postbag. 

Here are some of the questions:   

Dear Dr FOI
In relation to Section 70 of the FOIA, are personnel files exempt from the right of subject access under DPA?
Dear Dr FOI
Can I have access to information about myself through Freedom of Information?
Dear Dr FOI
What effect has the Durant case had on accessing personal information?
 

Answer

Dear Colleagues

There is a wealth of useful information available about these areas. Have a look at the web site of the Information Commissioner:

http://www.ico.gov.uk/documentUploads/ICO_EmpPracCode.pdf
This provides information about Employment records including personnel files, as well as a great deal of other information for employers in relation to a Code of Practice for managing employee information generally. Subject access to personal information is accessed through the Data Protection Act 1998. There is a specific exemption in the Freedom of Information Act 2000 (Section 40).


An extract from the Code of Practice mentioned above reads:

“Personal information

The Code is concerned with ‘personal information’. That is, information which:

· is about a living person and affects that person’s privacy (whether in his/her personal or family life, business or professional capacity) in the sense that the information has the person as its focus or is otherwise biographical in nature, and 

· identifies a person, whether by itself, or together with other information in the organisation’s possession or that is likely to come into its possession.
This means that automated and computerised personal information kept about workers by employers is covered by the Act. It also covers personal information put on paper or microfiche and held in any ‘relevant filing system’. In addition, information recorded with the intention that it will be put in a relevant filing system or held on computer is covered. Only a well structured manual system will qualify as a relevant filing system. This means that the system must amount to more than a bundle of documents about each worker filed in date order. There must be some sort of system to guide a searcher to where specific information about a named worker can be found readily. This might take the form of topic dividers within individually named personnel files or name dividers within a file on a particular The Act applies to personal information that is subject to ‘processing’. For the purposes of the Act, the term ‘processing’ applies to a comprehensive range of activities. It includes the initial obtaining of personal information, the retention and use of it, access and disclosure and final disposal. 

Examples of personal information likely to be covered by the Act include:

· details of a worker’s salary and bank account held on an organisation’s computer system 

· an e-mail about an incident involving a named worker 

· a supervisor’s notebook containing information on a worker where there is an intention to put that information in that worker’s computerised personnel file 

· an individual worker’s personnel file where the documents are filed in date order but there is an index to the documents at the front of the file 

· an individual worker’s personnel file where at least some of the documents are filed behind sub dividers with headings such as application details, leave record and performance reviews 

· a set of leave cards where each worker has an individual card and the cards are kept in alphabetical order topic, such as ‘Training Applications’.” 

Processing 

The Act applies to personal information that is subject to ‘processing’. For the purposes of the Act, the term ‘processing’ applies to a comprehensive range of activities. It includes the initial obtaining of personal information, the retention and use of it, access and disclosure and final disposal. 

Examples of personal information likely to be covered by the Act include:

· details of a worker’s salary and bank account held on an organisation’s computer system 

· an e-mail about an incident involving a named worker 

· a supervisor’s notebook containing information on a worker where there is an intention to put that information in that worker’s computerised personnel file 

· an individual worker’s personnel file where the documents are filed in date order but there is an index to the documents at the front of the file 

· an individual worker’s personnel file where at least some of the documents are filed behind sub dividers with headings such as application details, leave record and performance reviews 

· a set of leave cards where each worker has an individual card and the cards are kept in alphabetical order

Examples of information unlikely to be covered by the Act include:

· information on the entire workforce’s salary structure, given by grade, where individuals are not named and are not identifiable 

· a report on the comparative success of different recruitment campaigns where no details regarding individuals are held 

· a report on the results of “exit interviews” where all responses are anonymised and where the results are impossible to trace back to individuals 

· a personnel file that contains information about a named worker but where the information is simply filed in date order with nothing to guide a searcher to where specific information, such as the worker’s leave entitlement, can be found.” 

Durant

The issues relating to the Durant case can be found on the Information Commissioner’s web site. Visit:

http://www.ico.gov.uk/cms/DocumentUploads/Durant_27_feb_06.pdf
Some extracts from the guidance:
“Q1?   All the information I have on file is held in chronological order with no other indexing or sub-division, how does  the DPA impact on me? 

A1   The information you hold in manual form is not held in a ‘relevant filing system’ and is therefore not ‘personal data’ for the purposes of the DPA. Don’t forget, however, that if you hold information on computer, such as the electronic versions of manual documents held on manual files, such information may be covered by the Act. 

Q2?    Is there any rule of thumb I can apply to establish whether I have a relevant filing system? 

A2     Yes, you can apply the “temp test”. If you employed a temporary administrative assistant (a temp), would they be able to extract specific information about an individual without any particular knowledge of your type of work or the documents you hold? 

The ‘temp test’ assumes that the temp in question is reasonably competent, requiring only a short induction, explanation and/or operating manual on the particular filing system in question for them to be able to use it. 
The temp test would not apply if any in-depth knowledge of your custom and practice is required, whether of your type of work, of the documents you hold or of any unusual features of your system, before a temp is, as a matter of practice, capable of operating the system. In such cases the system would not be a relevant filing system. 

Example 

John Smith is your employee. He requests details of the leave he has taken in the last six months. You have a collection of personnel files. 

1. If there is a file entitled “leave” containing alphabetical dividers the temp would have no difficulty in finding the leave record of John Smith behind the “S” divider. This is a relevant filing system. 

2. If there is a file entitled “John Smith” which is sub-divided into categories such as “contact details”, “sickness”, “pension” and “leave” the temp would have no difficulty in finding the leave record of John Smith. This is a relevant filing system. 

3. If there is a file entitled “John Smith” in a system that only contains the leave record of employees, with leave recorded on standard forms filed in date order within the respective files for each employee, the temp would have no difficulty in finding the web version 4 27/02/06 8 record of John Smith’s leave taken. This is a relevant filing system. 

4. If there is a file entitled “John Smith” but there is no sub-division of its contents, documents are randomly dropped into the file or are filed in chronological order regardless of the subject matter, the temp would have to leaf through the file contents to obtain the information required. This is not a relevant filing system.” 

There is a great deal more information about accessing personal information on the Department for Constitutional Affairs web site, too (www.dca.gov.uk)   
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