Dr FOI's Postbag – April 2007

Dear Dr FOI 
Are you able to help me with a query? My Chief Executive has asked for the name of an applicant. Does the applicant’s right to anonymity extend to the CEO? Can you point me in the direction of the appropriate section of the relevant Act?
Dear Colleague,

There is no specific ‘right to anonymity’ set out anywhere in the FOI Act.  However, you do need to consider your duty under the Data Protection Act (DPA) to process personal data fairly and in accordance with the expectations of the applicant.  If you have reasonable grounds for believing that disclosure of the applicant’s identity to your CEO might breach the first data protection principle, which requires that “personal data shall be processed fairly and lawfully”, then you should take care not to disclose the applicant’s identity without first obtaining their consent.  This is particularly important in cases where there are grounds for believing that unwarranted disclosure of the applicant’s identity could result in the applicant being placed at an unfair disadvantage.  If the applicant were one of the authority’s own employees, for example, it is quite likely that he or she would not wish their identity as the applicant to be made known to the CEO and you would have a duty under the DPA to protect their identity (unless it became necessary, for other reasons, to disclose this information – for example, in order to determine whether it is a ‘vexatious’ request under section 14 of the FOI Act).  Bear in mind, also, that the FOI Act is ‘purpose blind’ and that in most cases (apart from ‘repeated’ or ‘vexatious’ requests under section 14 and requests for personal information under the DPA) the identity of the applicant should not affect the authority’s response and there should therefore be no need for your CEO to know the identity of the applicant.
Dear Dr FOI
Following on from the recent question on releasing staff email addresses under FoIA. As a disclosure under FoIA is a 'public disclosure' (to the whole world in effect) wouldn't DPA Principle 8 be breached by such bulk disclosure of personal data?
Dear Colleague,

The eighth data protection principle concerns the transfer of personal data by a data controller based in the UK to recipients based outside the European Economic Area and states that “Personal data shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.”

As explained in the answer to the earlier question about releasing staff email addresses, if you happen to know that the applicant is a UK-(or EU-)based organisation and subject to the DPA (or the EU Data Protection Directive), then you as the data controller can do two things: you can remind the applicant of their duty under the DPA (EU Directive) to obtain the consent of individual staff (the ‘data subjects’) before using the data for any new purpose (such as marketing) or passing the data on to any third parties; and you can also place conditions and limitations on the use that can be made of the data (by means of a licence issued under the Re-use of Public Sector Information Regulations).  If the applicant subsequently ignored these instructions they could be in breach of copyright or other terms of the licence, as well as the DPA, and you could consider taking action against them.

But what if you know nothing about the applicant?  For all you know, they might be a private individual or an organisation based outside the EEA.  The FOI Act is supposed to be purpose- and applicant-blind, so you cannot refuse a request solely on the grounds that the applicant has refused to identify themselves or explain what they intend to do with the data.  When considering transfer of personal data outside the EEA, UK authorities are expected to follow the approach and the various criteria set out in the Information Commissioner’s published guidance Data Protection Act 1998: The Eighth Data Protection Principle and international data transfers.  Assuming that you are unable to come to an agreement with the applicant to supply only anonymised data (such as non-personal email addresses) and that there is a possibility that disclosure might lead to a transfer of personal data outside the EEA, you need to consider whether the circumstances surrounding the transfer ensure that an adequate level of protection (as required by the eighth principle) will be given to the data.  In particular, you need to consider the ‘general adequacy criteria’ set out in the Information Commissioner’s guidance, including the nature of the personal data being transferred.  

The transfer of some types of personal data poses very little risk to the rights and freedoms of individuals.  For example, it is unlikely that data subjects would suffer significant damage or distress if their work email addresses were obtained by an unauthorised source.  In our opinion, therefore, having taken into account the nature of the personal data, you would not necessarily breach the eighth principle if you decided to disclose staff email addresses to an unidentified applicant.  If you wanted to put in place additional safeguards, you could consider using one of the model clauses approved by the European Commission (and endorsed by the Information Commissioner (see IC’s guidance for more information), but in the case of staff email addresses many would regard this as more than was required.  As with UK- and EU-based applicants you can also consider issuing a licence under the Re-use of Public Sector Information Regulations.

Many UK public authorities have published their staff directories on the internet and do not appear to have been inundated with spam or junk email messages or suffered any other significant problems as a result.  Moreover, no action has been taken against these authorities for breach of the eighth data protection principle.  However, you do need to take care not to release personal data concerning individuals if you have reasonable grounds for believing that those individuals would be likely to suffer harm or damage as a result.  An obvious example would be personal data concerning individuals who have come to the UK to escape persecution or threats of physical violence to themselves or their family.

This is an area of information governance that has not yet been thoroughly tested in law.  At the end of the day, if you wish to release staff email addresses in response to a request, the DPA does not generally prevent you from doing so.  If you wish to withhold such information, you are likely to find a clause in the DPA or the IC’s guidance that enables you to refuse the request.  The most important thing is to put in place a policy on the disclosure of staff information and make all your staff aware of what information will be routinely released, and to provide a route for dialogue with individuals which ensures that there is the opportunity for them to state to the organisation how this could be harmful to them.

Below is the original request:

Dear Dr FOI
I’ve just received this request:
“As part of our ongoing database development, we would like to improve the quality of our email addresses for your personnel.  It would be appreciated if you could forward your list of email addresses for non-clinical personnel to …”
Although this request is asking for work email addresses, the vast majority of staff who would be covered by this request are below the level where it would be reasonable to expect their names to be published.  The format of our email addresses is forename.surname@…
How would you advise us to proceed?
Dear Colleague,

More than two years after the Freedom of Information Act came into force, the question of whether or not to release the names and contact details of individual public sector employees remains a thorny issue.  The Information Commissioner has issued a short technical guidance note entitled Freedom of Information: access to information about public authorities’ employees but has so far failed to provide clear and unambiguous advice to public authorities on how to deal with requests of this nature.  On the one hand there is a general expectation that basic information about individual public sector employees (such as name, grade, job title) will be provided to the public on request unless there are grounds for believing that disclosure would be likely to cause damage or distress to specific individuals.  This has to be balanced against the reasonable expectations and rights of individual staff as data subjects under the Data Protection Act (DPA), in particular the right to fair and lawful processing of their data.  There is also a working assumption that the more senior and public-facing your role the more likely and appropriate it is that your contact details will be made public.  Some public authorities (such as London South Bank University) have published their staff directories, others are adamant that they will not make this information available.  We believe that most UK public authorities will eventually accept the need to make more information about their staff, including contact details, publicly available.  

So how should you deal with the request, assuming that a list of staff email addresses already exists (or can easily be compiled) and can be made available to the applicant?  Unless you have grounds for believing that disclosure of the information would be likely to pose a significant health or safety risk to individual staff or compromise the security of the authority itself, there appear to be no compelling reasons for refusing to supply the requested information.  One option, if time allows, is to notify all the staff affected of the intention to disclose this information and give them a reasonable time in which to register an objection. It seems likely that, particularly for larger organisations, that this will take longer than the 18 hours envisaged in the £450 upper limit (18 hours at £25 per hour of staff time). In this situation you could withhold the information. 
Before agreeing to withhold an individual staff member’s data you would need to be satisfied that the disclosure would be likely to cause that individual significant damage or distress and would therefore breach the first data protection principle.  It may also be worth contacting your counterparts in other authorities in your sector to see whether they have received an identical or similar request, as it sounds like a ‘round robin’ request that may have been sent to a number of authorities.

When supplying the data you should consider reminding the applicant of their duty (if appropriate) to process data in accordance with the DPA, to ensure that staff are given the appropriate means to opt-out of receiving direct marketing material and other communications, and to obtain the consent of individual data subjects before passing the data to any third parties.  We also recommend that you include in your covering letter a statement to the effect that the list of email addresses is protected by copyright and that the applicant will need to apply to you for a licence before using the data for any commercial purpose or for any purpose that infringes copyright (such as publishing, selling or otherwise distributing the data).

In the longer term we recommend that you develop, in consultation with staff, a policy governing what information about staff will be routinely disclosed and what information might be withheld.



Dear Dr FOI
I wonder if, from an information governance perspective, you could let me have your thoughts on whether we should consider allowing this publishing organisation (X) “licence to reproduce” the documents mentioned in the email below.  
There is obviously no problem in X publishing organisation having access to the documents listed, where they are available, as they would normally be in the public domain anyway.  I just have a sense of unease regarding “allowing” the documents to be used in the way described.  Any thoughts would be welcomed:
"Dear Sir/Madam,
 
I am writing to request the following documents for Y Local Health Board:
 
- Business Plan/Strategic Direction 2006 onwards;
- Public Health Annual Report 2005-2006;
- Annual Report 2005-2006 (English version).
 
X publishing organisation (the publishers of the ………. products) is a leading provider of healthcare information to NHS and non NHS customers alike, and many NHS trusts already have access to the ………… document modules through the Athens system.  In addition, the ……….. document module is used extensively throughout the House of Commons.
 
The statutory documents that you would provide will be used for a subscription information service.  This service provides our customers with the ability to search across the documents by a given word or phrase and download the document either in its entirety or part thereof.
 
The charge X publishing organisation makes to their customers using the document module is for the search function only.  No additional charge is made for downloading individual documents.
 
The documents would be reproduced in their original form and we would, at no time, make any changes to these documents.
 
X publishing currently holds licence to reproduce any Crown Copyright document and, as such, seeks licence to reproduce the abovementioned document in similar terms.
 
I look forward to receiving your favourable reply.
 
Regards,
Dear Colleague

We have heard that this request has been made to quite a few public authorities. Here are some thoughts and observations on the request:
 
1.  This is a request for information under the Freedom of Information Act (FOIA) and also a request for re-use of the information under the Re-use of Public Sector Information Regulations.
 
2.  It sounds like a 'round-robin' request and it is possible that the authority does not hold documents that readily translate as "Business Plan/Strategic Direction" or "Public Health Annual Report".  It may therefore be necessary for the authority to go back to the applicant and seek to clarify precisely which documents are required.  Regardless of whether it decides to allow re-use, the authority, in its response, should supply the requested information (assuming that none of it is exempt from disclosure under the FOIA) and also explain to the applicant that the Annual Report and possibly other documents are accessible via the authority's website (and therefore exempt under S.21 of the FOIA).
  
3.  The applicant states that their publisher (X publishing organisation) holds a licence to reproduce Crown copyright material, but we know that the public authority is not a Crown body and therefore owns the copyright in its own documents.  Any applications to re-use documents covered by Crown copyright, on the other hand, should be sent to HMSO (operating from within OPSI).
 
4.  The applicant is requesting permission to re-use the information for commercial purposes by making it available to third parties through a charge-based subscription service.  It makes no difference whether the charge is for use of the search function only or for downloading documents, it is still a commercial re-use of the authority's documents.  The authority must therefore consider its obligations under the Re-use of Public Sector Information Regulations.  Regulation 8 sets out how public sector bodies should respond to requests, including timescales.
 
5.  The authority must either refuse to give permission to re-use the information or offer terms and conditions for re-use (typically in the form of a licence).  The authority, as copyright owner, is not under any automatic obligation to allow the re-use of these documents.  The authority can refuse to permit re-use by others for any reason (so long as such refusal is not contrary to any relevant laws).  The authority needs to consider the benefit (if any) to the public in allowing re-use.  The Regulations allow for public sector bodies to charge a commercial rate for the commercial re-use of documents, but public sector bodies will also be expected to explain, if challenged, how they calculated their charges and what factors they took into account in cases where standard charges do not apply.
 
6.  For practical guidance on complying with the Regulations see http://www.opsi.gov.uk/advice/psi-regulations/advice-and-guidance/guide-to-psi-regulations-and-best-practice.doc
The OPSI website also has examples of free and charged 'click-use' licences which public sector bodies can use:
http://www.opsi.gov.uk/advice/psi-regulations/advice-and-guidance/psi-freelicence.doc 
http://www.opsi.gov.uk/advice/psi-regulations/advice-and-guidance/psi-chargedlicence.doc
 
7.  At the end of the day, it's down to the individual authority in this case to decide whether to allow the re-use of the documents by X publishing authority (and, if so, whether to make a charge for re-use).  It sounds as though there could be a significant benefit to the NHS sector in allowing re-use, so the public authority might be inclined to recommend a positive response to the request by X publishing organisation.  As it appears to be a round-robin request, the authority is advised to contact other similar authorities with a view to adopting a common approach.

Dear Dr FOI
Can you help me with where I can find any information about the new Environmental Information Regulations? How can I work out whether information requested is under FOI or EIR?
Dear Colleague

The Environmental Information Regulations 2004 (EIR) came into force on 1st January 2005 alongside the Freedom of Information Act (FOI Act).  Requests for environmental information should not be dealt with under the FOI Act (environmental information is exempt under section 39 of the Act) but must instead be considered under the EIR.  

The definition of ‘environmental information’ within the EIR is very broad (see Regulation 2(1)) and this broad definition is reflected in the Information Commissioner’s recent decision notices.  The definition has not been seriously tested: in just one case (Kirkaldie v Information Commissioner, July 2006) the Information Tribunal overruled the Commissioner by concluding that a request for information (the legal advice held by a local authority regarding the night flying policy at a regional airport) should have been considered under the EIR rather than the FOI Act.

Requests for environmental information do not have to be in writing – they can also be made verbally (e.g. face to face or over the phone).  There are certain limited exceptions to the right of access to environmental information, all of which are subject to a public interest test.  The EIR also require that certain environmental information be disseminated proactively, and that information is progressively made available electronically. 

The Defra Environmental Information Unit has published a considerable amount of advice and guidance regarding the EIR, including: 

detailed guidance on the EIR, including who and what are covered by the EIR, what the EIR require public authorities to do, proactive dissemination, handling requests for information, exceptions, complaints and appeals, record keeping, monitoring and reporting; 

a separate ‘quick guide’ to the EIR, covering matters such as how to decide whether a request is EIR or FOI, the definition of ‘environmental information’ and ‘public authority’, the interface between EIR and FOI, fees guidance, summary of the exceptions, confidentiality, verbal requests;

the EIR Code of Practice, which public authorities are expected to follow in carrying out their duties under the EIR;

EIR sample letters, frequently asked questions and flowcharts.
In addition to the material available on Defra’s website, the Information Commissioner’s Office has published its own set of EIR guidance, including a brief introduction to the exceptions, guidance on the definition of ‘environmental information’, and FAQs. 



Dear Dr FOI
Section 44 of the FOIA is about other laws which preclude disclosure under the FOIA. Can you tell me if there is an up to date list of these anywhere?
Dear Colleague

Section 75 of the FOI Act provides powers to amend or repeal provisions contained in legislation that prohibit the disclosure of information.  The Department for Constitutional Affairs (DCA) has been conducting a review of all such enactments in order to determine whether they should be amended or repealed.  The review is also seeking to introduce ‘sunset clauses’ into all legislative prohibitions that are being retained, disapplying them in relation to information over a certain age.

The DCA’s report Review of Statutory Prohibitions on Disclosure contains a full list of the legislative provisions identified for amendment or repeal, provisions identified for ‘sunset clauses’, and provisions to be retained.

