
Dr FOI's Postbag – March 2007

Dear Dr FOI
I currently require a Re-Use of Public Information disclaimer which I will include with the supply of data under the EIR 2004. Are there any disclaimers out there that LCC could use or amend for our purposes? Save us reinventing the wheel! 

Dear Colleague
There is no standard disclaimer as such, but many public authority websites now carry information about copyright and re-use of public sector information.  We suggest that you include a short statement in your standard covering letter, such as the following:
The information we have provided to you under [the FOIA or EIRs] remains the copyright of [public authority].  You may use the information we have provided to you for non-commercial research, private study or for news reporting or reviews.  If you wish to re-use the information for any purpose that would infringe copyright (for example, posting information on a website, distributing printed copies, or for any commercial purpose) you will need to apply to us for a licence.  To apply for a licence and for further information about re-use of [the public authority’s] information, please go to: [url].
Dear Dr FOI
I’ve just received this request:
“As part of our ongoing database development, we would like to improve the quality of our email addresses for your personnel.  It would be appreciated if you could forward your list of email addresses for non-clinical personnel to …”
Although this request is asking for work email addresses, the vast majority of staff who would be covered by this request are below the level where it would be reasonable to expect their names to be published.  The format of our email addresses is forename.surname@…
How would you advise us to proceed?
Dear Colleague,
More than two years after the Freedom of Information Act came into force, the question of whether or not to release the names and contact details of individual public sector employees remains a thorny issue.  The Information Commissioner has issued a short technical guidance note entitled Freedom of Information: access to information about public authorities’ employees but has so far failed to provide clear and unambiguous advice to public authorities on how to deal with requests of this nature.  On the one hand there is a general expectation that basic information about individual public sector employees (such as name, grade, job title) will be provided to the public on request unless there are grounds for believing that disclosure would be likely to cause damage or distress to specific individuals.  This has to be balanced against the reasonable expectations and rights of individual staff as data subjects under the Data Protection Act (DPA), in particular the right to fair and lawful processing of their data.  There is also a working assumption that the more senior and public-facing your role the more likely and appropriate it is that your contact details will be made public.  Some public authorities (such as London South Bank University) have published their staff directories, others are adamant that they will not make this information available.  We believe that most UK public authorities will eventually accept the need to make more information about their staff, including contact details, publicly available.  
So how should you deal with the request, assuming that a list of staff email addresses already exists (or can easily be compiled) and can be made available to the applicant?  Unless you have grounds for believing that disclosure of the information would be likely to pose a significant health or safety risk to individual staff or compromise the security of the authority itself, there appear to be no compelling reasons for refusing to supply the requested information.  One option, if time allows, is to notify all the staff affected of the intention to disclose this information and give them a reasonable time in which to register an objection. It seems likely that, particularly for larger organisations, that this will take longer than the 18 hours envisaged in the £450 upper limit (18 hours at £25 per hour of staff time). In this situation you could withhold the information. 
Before agreeing to withhold an individual staff member’s data you would need to be satisfied that the disclosure would be likely to cause that individual significant damage or distress and would therefore breach the first data protection principle.  It may also be worth contacting your counterparts in other authorities in your sector to see whether they have received an identical or similar request, as it sounds like a ‘round robin’ request that may have been sent to a number of authorities.
When supplying the data you should consider reminding the applicant of their duty (if appropriate) to process data in accordance with the DPA, to ensure that staff are given the appropriate means to opt-out of receiving direct marketing material and other communications, and to obtain the consent of individual data subjects before passing the data to any third parties.  We also recommend that you include in your covering letter a statement to the effect that the list of email addresses is protected by copyright and that the applicant will need to apply to you for a licence before using the data for any commercial purpose or for any purpose that infringes copyright (such as publishing, selling or otherwise distributing the data).
In the longer term we recommend that you develop, in consultation with staff, a policy governing what information about staff will be routinely disclosed and what information might be withheld.


Dear Dr FOI
I am carrying out some research into FOI and the implications and potential liabilities for professionals, especially internal auditors.
Any guidance or help you can give would be much appreciated.
Dear Colleague,
With specific reference to the implications of the FOI Act for internal auditors, the following might be of help:
In terms of decision notices, you might like to look at the Scottish Information Commissioner’s Decision 052/2006 and Decision 134/2006, which concerned requests for a number of Internal Audit reports held by the University of Aberdeen and Glasgow Caledonian University respectively.  The Scottish Information Commissioner in these cases required the universities to release the detailed findings, recommendations, rationales and management responses to the reports.
Canadian public sector internal auditors have been working with Freedom of Information legislation for over 20 years, as explained in an interesting article by James Norminton entitled ‘Free Disclosure’, published in Internal Auditing & Business Risk (May 2005).
The Department for Constitutional Affairs has published a document entitled Freedom of Information Worked Example: Internal Audit Information, which provides a framework for dealing with requests for Internal Audit information.
HM Treasury has published a document entitled The Freedom of Information Act: Guidance for Internal Auditors and Risk Managers (October 2004).
A discussion forum posting on the Institute of Internal Auditors website in February 2006 indicated that at that time the Institute was working with HM Treasury and the DCA to develop guidance on the impact of the FOI Act on internal audit, including the handling of requests for audit documentation and reports.  We don’t know when this guidance will be forthcoming.
Finally, we suggest that you contact Internal Auditors in a range of public authorities and ask them about the impact of the FOI Act on their activities.


Dear Dr FOI
 
I am an independent consultant and trainer and I have recently been working with the Scottish Police College in training police officers in Scotland in the concept of restorative justice.  I am currently carrying out a review of trainers and their use of training material the copyright of which belongs to my company.  As part of this review, I have sent a letter to all the police service in Scotland which has included a questionnaire, a copy of which is attached.  Unfortunately I have had a less than helpful response from an officer in one of the Scottish police services who is "not prepared to disclose personal details in respect of any of my staff."
 
I would appreciate your opinion as to whether or not I am entitled to the information requested in view of the context of my letter and questionnaire 

Dear Colleague
The police service which has refused to provide the information appears to be relying on section 38(1) (b) of the Freedom of Information (Scotland) Act 2002 (FOISA).  Under this section, information is exempt information if it constitutes personal data and its disclosure to a member of the public (otherwise than under the FOISA) would contravene any of the data protection principles set out in Schedule 1 of the Data Protection Act 1998 (DPA).  Therefore we must first consider whether any of the information is personal data and, if it is, whether disclosure of the information would contravene any of the data protection principles.
Some of the requested information, such as the names of individual officers, together with their rank and area of responsibility, can be considered to constitute personal data for the purposes of the DPA.  However, there is now a general expectation that basic information about individual public sector employees is disclosable to the public.  The Information Commissioner’s published guidance (Freedom of Information Act Awareness Guidance No.1: Personal Data) explains that information which is about someone acting in an official or work capacity should normally be provided on request unless there is some risk to the individual concerned.  In other words, disclosure of basic information about public sector employees, such as their name, grade/rank, job title and area of responsibility, is not normally considered to be unfair or unlawful under the DPA.  Unless the authority can demonstrate that disclosure of the information would be likely to cause damage or distress to the individuals concerned or constitute an unwarranted invasion of privacy, we conclude that all the information requested in your questionnaire should be provided.  Even if the authority decides to continue withholding the names of individual officers, we can see no grounds for refusing to disclose the rest of the information you have requested.
Since the introduction of the FOISA, professionals working within public authorities, including the police service, cannot maintain that information about named officers working in an official capacity can be withheld simply because it was not routinely disclosed before the FOISA came into force.


Dear Dr FOI
What is WASPI?
Dear Colleague
“WASPI” stands for the “Wales Accord on Sharing Personal Information”. 
The purpose of the Accord “is to enable service-providing and other organisations directly concerned with the wellbeing of an individual to share information between them in a lawful and intelligent way”.
The accord applies to all public sector organisations, voluntary sector organisations and those private sector organisations contracted to deliver relevant services to the public sector (those that contribute to the health, education and social well being of the people of Wales).
The conditions, obligations and requirements will apply to all appropriate staff, agency workers, volunteers and other data processors working on behalf of the participant organisations. Much of the information concerned is personal confidential information, and the “Confidentiality: Code of Practice for Health and Social Care in England and Wales” is a key document.
Tiers   
There are four tiers in the framework:
• Tier 1 The Wales Accord on the Sharing of Personal information (WASPI). This equates to sign up at the highest level. Each healthcare organisation is expected to sign up to the WASPI. At the back of the Tier 1 document (see link below) is a checklist of the actions that organisations will need to have implemented as part of their commitment in signing up.
• Tier 2: Personal Information and Sharing Protocol (PISP)- this is for operational management and staff
• Tier 3: Operational Requirements- sets out the who, what, where, when and how of sharing information
• Tier 4: Service User and Staff Information- this is the awareness raising element of the framework    

For further information, visit:
http://www.wales.nhs.uk/sites3/home.cfm?orgid=702


Dear Dr FOI
If organisations send information abroad to be transcribed; do they have to obtain consent from data subjects?
Dear Colleague
The consent of the data subject is required. The Directive states:
“4.2.1 Article 2(h) of the Directive defines consent as “any freely given specific and informed indication of [the data subject’s] wishes by which the data subject signifies his agreement to personal data relating to him being processed”. Consequently, exporting controllers should be able to produce clear evidence of the data subject’s consent in any particular case and may be required to demonstrate that the data subject was informed as required. Similarly, valid consent means that the data subject must have a real opportunity to withhold their consent without suffering any penalty, or to withdraw it subsequently if they change their mind. This can be particularly relevant if it is employee consent which is being sought. For these reasons, consent is unlikely to provide an adequate long-term framework for data controllers in cases of repeated or structural transfers of data to a third country. As the Article 29 Working Party states in its paper on the interpretation of Article 26(1): “relying on consent may…prove to be a ‘false good solution’, simple at first glance but in reality complex and cumbersome”.
See the full guidance, 
 

