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DR FOI-December Bulletin
 Welcome to the December version of Dr FOI. In this edition:

· Loss of personal data may result in prison sentences

· More personal information lost 

· Insurer gets record fine for ID theft disaster

· Information Commissioner welcomes the Government’s commitment to strengthen the powers of the ICO

· Caldicott Guardian newsletter

· Freedom of Information Quarterly Statistics 

· Scottish DES Benchmarking Information Governance Standards 

· Privacy Assessment Handbook

· Department of Health in breach of the Data Protection Act 1998
· Consultation launched into the use and sharing of personal information

· Courses and training
Loss of personal data may result in prison sentences

A number of reports have been made about the possibility of prison sentences for those public authority staff members who lose personal information. In his update on the HMRC data loss to MPs yesterday, Alistair Darling

said: "There will now also be new sanctions under the Data Protection Act for the most serious breaches of its principles.

"These will take account of the need not only to provide high levels of data security but also to ensure that sensible data sharing practices can be conducted with legal certainty. We will consult early in the New Year on how this can best be done."

The Times has also reported that Ministers have accepted that the penalties for "gross failures" to protect citizens' details should include criminal penalties. This could be a two year prison sentence for the most serious offences.

 Please visit:

 http://www.theregister.co.uk/2007/12/18/hmrc_crim_penalties/
More personal information lost 

The personal details of 6,500 customers belonging to a pension firm have been lost at an office of HM Revenue and Customs (HMRC) in Cardiff. This is reported at:
http://news.bbc.co.uk/1/hi/wales/7149767.stm
Millions of learner driver’s details have also been lost:

http://news.bbc.co.uk/1/hi/uk_politics/7147715.stm
A laptop containing the personal details of hundreds of patients at the Royal Bolton Hospital has been stolen.

The computer contains the information of around 350 patients who receive, or have received, oxygen treatment at home. Details include names, addresses, dates of birth, NHS numbers, GP practices and some details about the patients' oxygen supply.

Visit:

http://www.theboltonnews.co.uk/display.var.1908772.0.computer_theft_hits_hundreds_of_patients.php
Data has also been lost about 160,000 children and a review has been established by NHS London:

http://www.ehiprimarycare.com/news/3317/details_of_160,000_children_lost_in_london
Insurer gets record fine for ID theft disaster

A UK insurance house has been given a record fine by the Financial Services Authority (FSA) watchdog for incompetent customer account security. “The latest offender is Norwich Union, which allowed fraudsters to impersonate customers when phoning its call centres, cashing in policies on an astonishing 74 occasions out of a total of recorded 632 attempts. The criminals – 11 suspects have now been arrested – were able to steal a total of £3.3 million during the scam, which took place in 2006”. 

The FSA has hit the company with a £1.26 million fine, a record for the UK,

For the full story:
http://www.techworld.com/security/news/index.cfm?newsID=10952
Information Commissioner welcomes the Government’s commitment to strengthen the powers of the ICO
Following the loss of personal information by Customs and Revenue, the Information Commissioner, Richard Thomas,said:

“I welcome the government’s commitment to strengthen the powers of my Office”…”– enabling us to carry out inspections of organisations which collect and use personal information and to put in place new sanctions for the most serious breaches of data protection principles. These new arrangements will not be burdensome or onerous for organisations; they are a vital step to ensure there is proper protection for personal information. It goes without saying that it is essential that the ICO is properly resourced to discharge any new responsibilities effectively.” 

Visit:
http://www.ico.gov.uk/upload/documents/pressreleases/2007/gov_announcement_171207_final.pdf
Caldicott Guardian newsletter
The latest edition of the Caldicott Guardian newsletter is at:

http://www.connectingforhealth.nhs.uk/systemsandservices/infogov/caldicott/newsletter/issue-6.pdf
This edition of the newsletter features articles on the safe transfer of personal information.
Freedom of Information Quarterly Statistics 
The most recent statistics are published at:
http://www.justice.gov.uk/publications/freedomofinformationquarterly.htm
Scottish DES Benchmarking Information Governance and Data Quality  Standards 

These helpful standards are at:

http://www.sehd.scot.nhs.uk/publications/DC20070907des.pdf
Privacy Assessment Handbook
Richard Thomas, the Information Commissioner has published a Privacy Assessment Handbook. This is designed to help organisations establish the privacy impact of the projects that they carry out. Visit:
http://www.ico.gov.uk/upload/documents/pia_handbook_html/html/1-intro.html
Department of Health in breach of the Data Protection Act 1998
“The Information Commissioner’s Office has found the Department of Health in breach of the Data Protection Act following an investigation into a security breach on the Medical Training Application Service (MTAS) website. 

The ICO was alerted in May 2007 to the security breach which allowed for the sensitive personal details relating to junior doctors, including religious beliefs to be seen by those accessing the website”

For the full story, please visit: 

http://www.ico.gov.uk/upload/documents/pressreleases/2007/doh_undertaking_pr.pdf
Consultation launched into the use and sharing of personal information
The government has launched a consultation into how we share personal information. “The consultation forms part of an independent review into the use and sharing of personal information announced by the Prime Minister on 25 October. It asks how and why information is shared and used; whether the Data Protection Act offers sufficient safeguards; what impact technological advances have had on the protection of personal information; and whether there are lessons the UK can learn from other countries”. For the full story, visit:

http://www.justice.gov.uk/news/newsrelease121207.htm
Guidance on Preparation of Local IM&T Plans for 2008/09

The Department of Health have today published the description guidance for the production of an Information Management & Technology plan for the Local Health Community in support of national and local service objectives. 

National expectations for the NHS are set out building on the existing investment in NPfIT and to strengthen local information and data
management.


Click here for the full Publication



Consultancy & Training

We are able to provide consultancy and training in the following areas:

· Freedom of Information Act 2000 and Environmental Information Regulations 2004
· Data Protection Act 1998 and Common Law Confidentiality
· Information Security
· Information Governance Management
· Records Management
· Information Governance Toolkit 
· Caldicott and Confidentiality
· Caldicott Function (Control 102, IGT)
· UK Caldicott Guardian Council developments 2005
· Information Security (ISO/IEC27001, ISO/IEC27002, BS7799-3)
· Business Continuity (BS25999)
· Policies, procedures, standards, protocols and codes of practice
· Human Rights Act 1998
· Re-use of Public Sector Information
· The Health and Social Care Act 2001 (Section 60) and the establishment of the Patient Information Advisory Group 2001
· ICT strategic developments (Connecting for Health programme) 2005 onwards
· Mental Capacity Act 2005
· The Cayton Review of Information Governance 2006
· The Caldicott Guardian Manual 2006
· Equality Act 2006
· Information Quality Assurance (Data Accreditation)

Any consultancy/training needs can be met by utilising a mixture of one or more of the following training mediums, depending on the requirements of the organisation: 

· One to one coaching and mentoring
· Bespoke courses
· Attendance at open courses 
· Participation in modules from our Information Governance Certificated course 
· Telephone Tutorials
· CD ROMS & Induction/Awareness Raising DVDs
· E-mail exchanges 
· On line training Modules 
· Useful resources

Policy Formulation

We have considerable experience in formulating the whole suite of information governance policies to reflect the client requirements, and all the areas noted above can be addressed.

Training

We have updated our training page to reflect the up-to-date training requirements of our clients. This includes:

Managing Personal Information: Risk, Law & Implementation
Records Management
Information Security
Introduction to FOI & Associated Legislation
FOI & EIR Decision Making & Disclosure
Caldicott Guardian Training
Information Governance - Troubleshooting for IG Professionals

If you have 5 or more staff that require training in the same subject then a bespoke event would be financially more viable

For further information regarding any of the above please email:
louise@dilysjones.co.uk or telephone 01753 621961

Visit our Training Page for Dates and Programmes



Information Governance: Certificate for NHS & Public Sector

"This is probably one of the best short courses of study I have ever undertaken. Dilys Jones has met all my learning needs and the course has exceeded my expectations. This testimonial is based, not only on the fact that the mode of study has suited me very well and the quality (and quantity) of the learning materials is excellent, but also the exceptional tutor support and the facilitation of a network of Information Governance professionals." – Margaret Spence, North Lancs NHS Trust

"I personally found the IG course very rewarding and has given me an excellent opportunity towards developing my career within the Information Governance framework in the NHS. I particularly found the Records Management module of great benefit. Together with the telephone tutorials, email exchanges and the supporting materials, I personally believe a considerable amount of work has gone into preparing the course modules and it was beneficial to know that I had could obtain advice and support either via email or by telephone." – Barry Morgan, BSC Wales

The next six month course commences in March 2008

Course Tutors and Contributors

Dilys Jones BM FRCPsych DRCOG MBA

Dilys Jones has worked in the NHS as a consultant and medical director. She has worked as a senior policy adviser to the Department of Health and the Home Office. She was a member of the Lord Chancellor's Advisory Group and a member of the NHS FOI Project Board. She is co-authoring a text book for Caldicott Guardians and Information Governance Leads. 

Peter Wilson BSc, Cert.Inf, ISEB-FOI

Peter is Information Governance Manager for Sheffield Teaching Hospital NHS Foundation Trust, a post he has held since 2002 when the Trust was formed through merger. Previously IM&T Manager at Weston Park Hospital in Sheffield, arriving there in 2000 after a variety of mainly IT and Internal Communications management based roles within the Facilities Directorate of Barts and the London NHS Trust whom he joined in 1994.

Peter has worked in both the private and public sector with experience in new towns, water authorities, local government, the civil service as well as the NHS. A varied work background covers civil engineering, IM&T, corporate
graphics, cartography, print and exhibition design: the current day job covers all aspects of the Information Governance remit, including major aspects of the Caldicott Guardian role.

With information systems based degree supplemented by qualifications in informatics, health service management and an ISEB in FOI, Peter chairs a national FOI/IG group and is currently a member of the Information Commissioner's panel reviewing the NHS model publication scheme.


Peter Murphy MB BCH BAO MA

Peter Murphy works part time in the access to information field and part time as a psychiatrist in the NHS. Peter has extensive experience in confidentiality and data protection; he is co-authoring a text book for Caldicott Guardians and Information Governance leads. 

Cairo Robb MA (Cantab), Lic. spec. dr. eur. (ULB)

Is a non practicing barrister specialising in environmental law. Currently she works freelance assisting those suffering environmental problems to achieve a just resolution of their grievances, including by making use of their rights to access to information under the new EIR. 

James Paterson FOI and EIR Consultant

James Paterson works in the area of freedom of information, data protection, the environmental information regulations and records management. He was latterly a Specialist in Records Management and Access to Information at Natural England. 



For further information click here



Information Governance 4 YOU

Free Opportunity to Network "IG4U" 

The networking group for Information Governance Leads and Managers, Caldicott Guardians, FOI Leads, Data Protection Leads, Records Managers and Practice Managers launched on Friday November 2nd 2007 in Sheffield. The group is to support all those working in the area of Information Governance in health and social care, from both the public and private sectors. The group is chaired by Peter Wilson, Information Governance Manager at Sheffield Teaching Hospitals NHS Foundation Trust and sponsored by Dilys Jones Associates Ltd. 

This is an opportunity to meet colleagues working in the field, to hear about useful resources, to share tools and policy issues, to work on cases and scenarios in a supportive environment and to learn more about what is new and helpful. 

The first whole day meeting covered Information Governance, Information Security Management and Information Governance Toolkit. The minutes and other documents relating to this meeting can be viewed on our website at:

http://www.dilysjones.co.uk/IG4U/index.html

There will be three meetings a year.


There are dedicated web pages for IG4U and other useful e-based approaches are in the pipeline. All resources are free, including the meetings.

RE: IG4U Second Meeting - Birmingham, Thursday 28th February 2008 -
ONLY 20 SPACES LEFT!

Speakers are:

Marie Greenfield, Connecting for Health
Jonathan Bamford, Assistant Information Commissioner, Information Commissioners Office
Stewart Smith, Conwy & Denbighshire NHS Trust
Cases and scenarios from Dilys Jones and Peter Wilson

If you would like to register an interest in this free group please email louise@dilysjones.co.uk
Click here for the programme



Seasons Greetings from all at Dilys Jones Associates Ltd and a prosperous New Year
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